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Introduction: Introduction: In recent years, technology
advancement and the growth of information technol-
ogy in organizations have provided a huge source of
data stored in the field of drug-related crimes. Analyz-
ing these data and discovering hidden patterns in it can
help detect and prevent the occurrence of crimes in this
area. This paper aimed to identify the susceptible people
to drug trafficking in Sistan and Baluchestan province
and discover patterns of crime employing data mining
techniques.

Method: The present study was conducted on data of 467
drug criminals in Sistan and Baluchestan province who
committed drug trafficking in the years 2011 to 2020
by available sampling. CRISP-DM methodology was
used to build a prediction model. Also, Support Vector
Machine (SVM), Naive Bayes, Logistic Regression and
Decision Trees have been used to predict people at risk
and Apriori Algorithm has been used to extract crime
patterns.

Findings: The pattern mining algorithm extracted over
20 crime patterns with a precision of over 80%. The re-
sults of the evaluations show that the IBK classifier can
accurately identify 84 % of the people at risk.

Discussion: A system for identifying people susceptible
to drug trafficking can be designed using the model made
by the IBK classifier. In addition, the results of the pre-
dictions by the above mentioned system, as well as the
extracted hidden patterns can help police, judiciary, and
social workers to identify people at risk and reduce drug-
related crimes.


https://orcid.org/0000-0002-3555-0841
https://orcid.org/0000-0002-3751-916X
https://orcid.org/0000-0001-8409-9404
https://orcid.org/0000-0003-3080-458X

' . .
L 5 /8 Jlol vdmeo 3/ o~
e R P R0 S D)2 jL,.M 9 ydzeo 2/ g0 40l 2

/| ~/
U Lol RN L

Extraction of Drug Crime Patterns and Identifying People at Risk ...

Extended Abstract

Introduction: Drug trafficking is a major problem in many countries, which has ir-
reparable social and economic harm for families and, consequently, for the coun-
tries. Sistan and Baluchestan province is one of the smuggling transit centers in Iran
due to its geographical location. Therefore, securing the province from crimes by
determining the factors affecting drug trafficking, identifying people at risk and pro-
viding appropriate strategies for reducing drug crimes should be one of the priorities
of the relevant authorities in Sistan and Baluchestan. Studies have shown that many
unwanted people are absorbed to these deadly substances for livelihood or curiosity;
therefore, one of the methods used to solve this social problem is to identify people
susceptible to activities in the area of drug trafficking. The rapid growth of informa-
tion technology and information systems development has driven organizations into
a sea of data. Analyzing these data and discovering the hidden knowledge in them
can help managers and authorities of relevant organizations to make more accurate
and faster decision-making. In this regard, with the expansion of online crime infor-
mation systems and the storage of criminals’ data in databases, there are numerous
studies around the world about the use of data mining for crime detection, crime pre-
diction, and prevention. However, the studies carried out in the field of drug-related
crimes are few. Despite the valuable and high-quality data on crimes and offenders,
studies on the prediction of crime in our country have not been generalized to the
drugs field and are mainly limited to the detection of theft related crimes. This paper
aimed to identify the susceptible people to drug trafficking in Sistan and Baluchestan
province and discover patterns of crime using data mining techniques

Method: In this paper secondary data resources assist in providing the relevance of
crime detection using data mining techniques. An exploration through on-line search
has been carried out among the various search databases. In order to use data min-
ing tools and algorithms, a computer-readable dataset is required. In this regard, the
files of 467 drug criminals in Sistan and Balouchestan province, involved in drugs
trafficking, were collected in the years 2011 to 2020 by available sampling. More-
over, to protect the privacy of individuals, the identity of criminals including name,
surname, father’s name, case number, and birth certificate number were removed
from the database. Cross Industry Standard Process for Data Mining methodology
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and Support Vector Machine, Naive Bayes, Logistic Regression and Decision Tree
classifiers have been used to do this research and Apriori Algorithm has been used to
extract crime patterns. WEKA data mining software has been used to analyze data.
Findings: This paper conducts accurate analyses of stored data on drug offenses us-
ing data mining techniques and help managers in identifying people susceptible to
drug trafficking in Sistan and Baluchestan province by extracting hidden patterns
in the data. Given the importance of drug trafficking in Sistan and Baluchestan
province, providing solutions to identify patterns indicating the reasons of crime,
as well as identifying people at risk, are indispensable. Hence, in this paper, a
system to identify people susceptible to drug trafficking (i.e., those susceptible to
repeat offending) was designed by analyzing data on drug offenders using classifi-
cation algorithms. The pattern mining algorithm extracted over 20 crime patterns
with a precision of over 80%. The results of the evaluations show that the SVM
classifier can identify people at risk of drug trafficking with the accuracy of 84%.
Also, crime patterns are extracted using the association rule mining algorithm.
Identified patterns show that married people from Zahedan who have been in bad
financial situation, and married people aged between 31 to 40 and also married
people who do opium trafficking to earn money, are committing crime again. Im-
proving the livelihood of the people of this province, creating job opportunities
especially for married people, and addressing the problems and concerns of people
aged 31 to 40 should be prioritized to reduce the crimes related to drug trafficking.
In addition, 84% of people who smuggle opium and were born in Zabol have 23 to
30 years old. Patterns show that people aged 31 to 40 with multiple drug traffickers
have a bad financial situation and suggests that one of the reasons for drug traffick-
ing in the age group of 31 to 40, who are mostly married and put the burden on a
family, have a bad financial situation. Therefore, addressing the livelihood of the
people and creating job opportunities by the authorities can be helpful.

In contrast, self-employed people who have a good financial situation, mainly smuggle
opium; some people with a good financial situation are also committing drug-related
offenses. The main reasons for this are unawareness of the consequences of drug traf-
ficking, recreation or friendship with bad persons. In this regard, solutions such as
informing and educating people through the creation of television programs, as well as
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the broadcasting of leaflets and posters, especially in public gatherings, and the spread
of healthy recreational activities particularly in the youth age group can be effective.
Discussion: Discovered patterns in this study can help the relevant authorities to
identify people at risk and identify the reasons of crime. The system for identifying
people susceptible to drug trafficking can be used as a police decision-making sys-
tem to reduce the scope of police investigation and detection and identify offenders
with spending less time and money. Also, the extracted crime patterns help the police
and social workers to identify the main reasons for committing a crime and provide
preventive laws to reduce drug offenses. Although, this paper analyzed drug-related
data, the proposed method can be used for other types of crime. There were many
problems during this research, such as limitations to collect data. Electronically sav-
ing criminals information instead of using the paper files can greatly reduce the
problems of data aggregation and preparation, as well as the human error caused
by manual recording of information, and it can also save time. In addition, better
and more accurate patterns, including spatial patterns of crime can be extracted by
having more information like a comprehensive spatial database, which includes the
demographic characteristics of offenders and the characteristics of the crime and
the exact location of the crime. In the future, other data-mining algorithms can be
used to predict people susceptible to drug trafficking. In addition, by analyzing the
extracted patterns by drug experts, it is possible to identify the main reasons of crime
and those susceptible to crime, and to identify ways to reduce crime. Also, by psy-
chologically analyzing patterns by social workers and other relevant professionals,
committing similar crimes can be largely prevented.
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